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CHAPTER

ONE

GOVERNANCE IN DEFI

Academic Insight

Key Insights
• The voting power in DeFi protocols becomes increasingly concentrated among a percentage of token holders over
time in decentralised exchanges, lending protocols and yield aggregators.

• The paramount wallet addresses ranking within the top 5, 100, and 1000, exercise predominant influence over the
voting power in the Balancer, Compound, Uniswap, and Yearn Finance protocols, with Compound displaying the
least evidence of decentralisation.

• The most significant governance challenges identified by DeFi users are voter collusion, low participation rates, and
voter apathy.

• To address vulnerabilities in DeFi governance, a novel voting mechanism resistant to sybil attacks called bond
voting has been proposed.

• To enhance the manual parameter section, an AI-enabled adjustment solution has been demonstrated to automate
governance mechanisms.

1.1 Introduction

Decentralised finance (DeFi) has emerged as a potential substitute for traditional financial institutions, offering peer-to-
peer transactions and a diverse range of services that democratise finance by enabling users to participate in protocol
governance. However, several studies have suggested that the current governance mechanisms require improvements.
This article provides an overview of findings associated with DeFi governance.

1.2 Centralisation of Governance in DeFi Protocols

Lending Protocols

Lending Protocols are DeFi applications built on top of blockchain technology that allow users to lend and borrow
cryptocurrency assets without the need for intermediaries such as banks or traditional financial institutions.
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Decentralized Exchanges

Decentralized Exchanges (DeXs) are peer-to-peer trading platforms built on top of a blockchain that enable the direct
exchange of cryptocurrency assets without the need for a central authority or intermediary.

Yield Aggregator

Yield Aggregator are DeFi applications that automate the process of seeking out the best yield opportunities for cryp-
tocurrency assets, and provide users with a way to optimize their returns on investment.

Centralisation in DeFi has become a growing concern among researchers with several studies identifying a significant level
of centrality in the governance mechanisms of DeFi protocol. Barbereau et al., [BSP+22a] found that the decentralisation
of voting is significantly low with a majority of the voting power concentrated among a percentage of governance token
holders. As evidenced by their findings, there was a significant degree of centrality, in lending protocols, decentralisd
exchanges and yield aggregators. This research work employed case studies to comprehend the governance mechanisms
of these protocols.
Similarly, result by Jensen et al. [JvWR21] demonstrate centrality in voting power with the protocols top 5, top 100,
and top 1000 wallet addresses controlling majority of the voting power in Balancer, Compound, Uniswap and Yearn
Finance protocols. In this study, the token holdings and users’ wallets of protocols were analysed; Compound displayed
the most evidence of centrality and Uniswap the least with the top 5 wallet addresses accounting for 42.1% and 12.05%,
respectively.
Barbereau et al. [BSP+22b] ascertained that DeFi protocols becomemore centralised over time. In this longitudinal study,
voting patterns demonstrated changes in the power dynamics as time progressed. The tendency for this centralisation of
DeFi protocols is shown in [Fig. 1.1]. Furthermore, in analysing the governance structures of DeFi protocols, Stroponiati
et al. [S+] ascribed reward-based economic incentives as the significant cause behind the development of centralised
structures.

Fig. 1.1: The Tendency for Centralisation in DeFi Governance.

6 Chapter 1. Governance In DeFi
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1.3 Challenges & Vulnerability In DeFi Governance

Voter Collusion

Voter Collusion refers to a situation where a group of voters collude together to manipulate the outcome of a voting
process in their favor, typically by coordinating their votes to create a super majority.

Voter Apathy

Voter Apathy refers to a situation where token holders or members of the organisation do not actively participate in
the voting process due to a lack of interest

Sybil Attack

Sybil attacks occur when an attacker generates multiple false identities to gain significant network control, thereby
allocating more votes than expected.

In investigating governance challenges, Ekal et al., [EAw22] identified voter collusion, low participation rates, and voter
apathy as the most significant challenges. This empirical investigation utilised an interview survey approach to collect data
from protocol users. Furthermore, to address voter concentration vulnerabilities, Mohan et al. [MKB22] proposed a novel
voting mechanism called bond voting which is resistant to sybil attacks. The bond voting mechanism issues ‘voting bonds’
to voters, which essentially requires a commitment to stake an amount of tokens, for a time period to gain voting power.
Therefore, by combining this time commitment with weighed voting with a time commitment, sybil attacks are more
difficult. Quadratic voting, another solution to voting concentration, allows participants to convey both their preferences
and the intensity of those preferences, however, the drawback of this mechanism is its vulnerability to sybil attacks, voter
collusion and voter fraud [KL22].

1.4 AI-enabled On-chain Governance

To enhance and automate governance mechanisms, Xu et al., [XPFL23] demonstrated an AI-enabled parameter adjust-
ment solution which is more efficient than current implementations. Specifically, the study employed Deep Q-network
(DQN) reinforcement learning to investigate for automated parameter selection in a DeFi environment. Although a
lending protocol was employed in the study, the model’s application can extend to other categories of DeFi protocols as
well. In investigating DAOs, Nabben [Nab23] observes that GitcoinDAO also employs algorithmic governance in various
organisational components such as monitoring the compliance with rules of the organisation.

1.5 Conclusion

The vision of DeFi is to foster a democratic process of governance and sustain high levels of decentralisation. However,
recent studies have highlighted significant centrality in DeFi governance mechanisms, indicating the need for improve-
ments in the existing governance models. The studies analysed in this article have revealed that the majority of the voting
power in several protocols is concentrated among the top token holders, with evidence of increasing centralisation over
time. Moreover, DeFi has been found to face challenges in the voting and governance process. In view of some of
these challenges, researchers have proposed novel solutions such as a bond voting and an AI-enabled parameter-selection
solution to improve the current mechanisms. Given the importance of decentralisation in the underlying philosophy of

1.3. Challenges & Vulnerability In DeFi Governance 7
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DeFi, proposing more solutions to governance challenges is crucial for creating a more inclusive and democratic financial
ecosystem. Therefore, continued research and development will certainly be required.

1.6 References
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CHAPTER

TWO

BLOCKCHAIN BRIDGE SECURITY

Academic Insight

Key Insights
• To mitigate security risks, a cross-chain bridge that leverages zk-SNARK technology has been proposed. This
provides a secure, trustless cross-chain bridge, marking the first implementation of Zero-Knowledge Proofs (ZKP)
in a decentralised trustless bridge system.

• To facilitate secure cross-chain interoperability, a Hash time-lock scheme that does not rely on external trust en-
suring transaction security is introduced.

• To mitigate token transfer risks, a series of protocols called TrustBoost using smart contracts to achieve a consensus
on top of consensus mechanism is proposed.

• In a bid to boost interoperability, a groundbreaking framework has been proposed that not only mitigates security
risks inherent in cross-blockchain technology but also simplifies the process of identifying key assumptions and
characteristics.

2.1 Introduction

Blockchain technology has been lauded for its potential to disrupt various industries, given its unique properties such as de-
centralisation, transparency, and security. One recent advancement in this area is the development of blockchain bridges,
which enable interoperability among different blockchains. Bridges facilitate communication between two blockchain
ecosystems through the transfer of assets and information. However, as with any innovative technology, these bridges
pose new security challenges. In this science note, we delve into the current academic landscape surrounding the security
of blockchain bridges and summarise the recent research findings.

2.2 Interoperability and Security Challenges

Zero-Knowledge Proofs

A zero-knowledge proof (ZKP) is a cryptographic technique that enables one party, the prover, to convince another
party, the verifier, of the validity of a statement or the possession of a secret without revealing any additional information
about the underlying secret or data.

9
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Fig. 2.1: Communication through a Blockchain Bridge.

zk-SNARK

Zk-SNARK is an acronym that stands for “Zero-Knowledge Succinct Non-Interactive Argument of Knowledge”. A
zk-SNARK is a cryptographic proof that allows one party to prove it possesses certain information without revealing
that information.

Interoperability in blockchain environments brings forth a series of unique security challenges. Trustless, interoperable,
cryptocurrency-backed assets can be subjected to various threats. In April 2022, attackers were able to obtain five of the
nine validator keys, through which they stole 624 million USD by exploiting the Ronin bridge, making it the largest attack
in the history of DeFi [KY22]. According to blockchain analytics firm Chainalysis, until August 2022 recurring attacks
against bridges have cost users around 1.4 billion USD [Bro22]. In 2022 attacks on bridges accounted for 69% of total
funds stolen [Cha22].
This necessitates the development of novel security models and protocols to protect against potential attack vectors arising
from cross-chain communication and is particularly true for blockchain bridges that need to uphold the integrity and
security of transactions across disparate networks. Most existing solutions rely on the trust assumptions of committees,
which lowers security significantly.
Xie et al. [XZC+22] proposed a solution by introducing zkBridge, an efficient cross-chain bridge that guarantees strong
security without external trust assumptions. The main idea is to leverage zk-SNARK, which are succinct non-interactive
proofs (arguments) of knowledge as a result security is ensured without relying on a committee. zkBridge uses the zk-
SNARK protocol to achieve both reasonable proof generation times and on-chain verification costs. zkBridge is trustless
as it does not require extra assumptions other than those of blockchains and underlying cryptographic protocols. It is the
first to use Zero-Knowledge Proofs (ZKP) to enable a decentralised trustless bridge.
Pillai et al. [PBHouM22] proposed a novel cross-blockchain integration framework designed to guide the integration
of cross-blockchain technology. The framework aids in identifying crucial assumptions and characteristics, mitigating
security risks, enhancing the decision-making process, and minimising design mistakes and performance issues. It recog-

10 Chapter 2. Blockchain Bridge Security
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nises the integration system as the fundamental unit of cross-blockchain technology, providing comprehensive analysis
and addressing security concerns. Moreover, the framework supports businesses in designing and integrating various
blockchain applications, while enabling a more accurate evaluation of security assumptions. Thus, it paves the way for
effective interoperability among multiple blockchains.

2.3 The Role of Cryptography in Blockchain Bridge Security

Sidechain

A sidechain is a blockchain that communicates with other blockchains via a two-way peg. It stems from the main
blockchain and runs in parallel to it.

Cryptographic Protocol

A cryptographic protocol is an abstract or concrete protocol that performs a security-related function and applies
cryptographic methods, often as sequences of cryptographic primitives. A protocol describes how the algorithms
should be used and includes details about data structures and representations, at which point it can be used to implement
multiple, interoperable versions of a programme.

Securing blockchain bridges is greatly dependent on the strength of the cryptographic techniques deployed. The fun-
damental study by Kiayias et al. [KRDO17] on proof-of-stake blockchain protocols is of significant relevance. They
outlined a novel cryptographic mechanism that provides transactional security while ensuring transparency.
To mitigate the reliance on external trust assumptions, Li et al. [LYY+23] in their paper proposed a Hash time-lock
scheme that utilises a hash function and time-lock features to achieve cross-chain interoperability. The security of the
Hash time-lock scheme is based on cryptographic hardness assumptions. The asset receiver is forced to determine the
collection and produce proof of collection to the payer within the cut-off time, or the asset will be returned via hash-locks
and blockchain time-locks. The proof of receipt can be used by the payer to acquire assets of equal value on the recipient’s
blockchain or trigger other events. However, this scheme only supports monetary exchange and thus has low scalability.
Li et al. [LYY+23], identified a high-security and highly scalable option as the sidechains/relay scheme, which supports
the interoperability of multiple objects such as assets and other data, thus having high scalability. In particular, the two-
way peg is a mechanism that allows bidirectional communication between blockchains. An example of a two-way peg
is simplified payment verification (SPV) in Bitcoin. Relays represent a mechanism that enables a blockchain network to
authenticate data from other blockchain networks, eliminating the need for external third-party sources. Operating as a
light client on a network, a relay system incorporates a smart contract and records block header information from different
networks [F+20]. A trade-off of the sidechain implementation is that the vulnerability might increase in the main chain
or other sidechains if there is a compromised sidechain in the network [Szt15].
Ding et al. [DDJ+18], proposed a framework for connecting multiple blockchain networks via an intermediary structure
known as the InterChain. The InterChain possesses its own validation nodes, while SubChain networks are linked to this
InterChain via gateway nodes.
Hardjono et al. [HLP19], discussed blockchain interoperability by drawing parallels with the design principles of Internet
architecture. Just as the internet uses routers to guide message packets across its network at a mechanical level, they
propose the use of gateways to direct messages between different blockchain networks.
Such cryptographic protocols can serve as a guiding light for the development of security measures in the context of
blockchain bridges.

2.3. The Role of Cryptography in Blockchain Bridge Security 11
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2.4 Scalability and Security

As important as security is for blockchain bridges, it should not compromise the scalability of the systems. Zamyatin
et al. [ZHL+19] discussed the scalability-security trade-off in their study on interoperable assets. There is a need for a
balance that allows for scalability without jeopardising security. Future research in blockchain bridge security needs to
address this delicate balance, ensuring the development of robust and efficient interoperable systems.
Zhang et al. [ZLZ20] introduced a method that facilitates asset exchange between inter-firm alliance chains and private
chains. Users from both the sending and receiving chains authenticate their identities and secure a certificate by interacting
with the alliance chain. When a cross-blockchain transfer request is initiated, the alliance chain validates the ownership
of the users over the assets, then proceeds with the asset transfer through a cross-blockchain interaction process.

2.5 Maintaining Sovereignty of blockchains

Existing solutions to boost the trust using a stronger blockchain, e.g., via checkpointing, require the weaker blockchain to
give up sovereignty. Wang et al. [WSK+22] in their paper present a series of protocols known as TrustBoost designed to
bolster trust across multiple blockchains without compromising their sovereignty. These protocols function through smart
contracts, achieving a “consensus on top of consensus” that avoids changes to the blockchains’ consensus layers. Trust-
Boost operates by allowing cross-chain communication via bridges, facilitating the sharing of information across smart
contracts on different blockchains. This systemmaintains its security as long as two-thirds of the participating blockchains
are secure. Furthermore, TrustBoost shows potential in mitigating risks associated with cross-chain token transfers and
exhibits promising prospects for future applications, especially as heterogeneous blockchain networks continue to mature.

2.6 Conclusion

Blockchain bridges represent an important evolution in blockchain technology, facilitating crucial interoperability. How-
ever, the security aspects of these bridges are complex and multifaceted, requiring rigorous academic and industry atten-
tion. The body of research surrounding blockchain security provides critical insights that can help guide the development
of secure and efficient blockchain bridges. As this field continues to evolve, a focus on understanding and mitigating
security risks while maintaining scalability will be paramount.

2.7 References

12 Chapter 2. Blockchain Bridge Security



Part II

Industry Perspectives

13





CHAPTER

THREE

MOBILE THEFT PREVENTION USING BLOCKCHAIN

Industry Perspective

Key Insights
• Mobile theft is a major concern for smartphone users worldwide, with an estimated 70 million smartphones lost
each year.

• Blockchain technology has the potential to provide a secure and decentralized solution to prevent mobile theft.
• The proposedmodel of using blockchain for mobile theft prevention offers several potential advantages over existing
methods, including decentralized and tamper-proof tracking, automation of process, cross-border usage, and cost
reduction.

• The smart contract enables the registration of newmobile devices andmaps them to their respective phone numbers.
It provides a secure and tamper-proof solution for tracking the status of mobile devices on the blockchain.

• The implementation of blockchain-based mobile theft prevention solutions provides an added layer of security that
can greatly benefit mobile phone users, manufacturers, and society at large.

3.1 Introduction

Mobile theft is a major concern for smartphone users worldwide. With the increasing reliance on mobile devices for
personal and professional use, the theft or loss of a smartphone can result in a significant loss of data and privacy. Studies
indicate that a staggering number of smartphones, estimated at 70 million, are lost each year, with a meager 7% recovered
[Hom16]. Further, company-issued smartphones are not immune to these occurrences, as research has shown that 4.3%
of them are lost or stolen annually. Workplace and conference environments are the leading hotspots for smartphone
theft, with 52% and 24% of devices stolen, respectively. Moreover, these numbers appear to be increasing, with recent
studies indicating a rise of 39.2% between 2019 and 2021 [Hen22]. Given these alarming statistics, there is a growing
need for effective mobile theft prevention measures. Blockchain technology has the potential to provide a secure and
decentralized solution to prevent mobile theft. By leveraging the immutable and distributed nature of blockchain, it is
possible to create a tamper-proof system that can prevent unauthorized access to mobile devices. In this article, we will
explore the potential of blockchain technology for mobile theft prevention, its advantages and limitations, and the future
prospects of this emerging field.
The proposed technology of using blockchain for mobile theft prevention is still in the development stage and has not
yet been widely adopted on a national or international level. However, there are several companies and organizations
that are exploring the use of blockchain for mobile security and anti-theft solutions. Internationally, companies such as
Samsung and Huawei are researching the use of blockchain for mobile security, with Samsung filing several patents for
blockchain-based mobile security solutions [For22, Hua18].
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There is currently no known widespread adoption of blockchain for mobile theft prevention. However, governments all
over the world have been exploring the use of blockchain for various applications, including supply chain management
and digital identity. This indicates that there is an interest in the technology and a potential for the proposed model to be
adopted globally.

3.2 Rationale Behind Mobile Theft Prevention using Blockchain

Mobile theft has become a growing concern for individuals and organizations around the world. In addition to the financial
loss associated with the theft, there is also a significant risk of personal data being compromised. The use of blockchain
technology for mobile theft prevention offers a secure and efficient solution for preventing mobile theft [Gob18]. This
technology can help individuals and organizations protect their mobile devices and personal information by providing a
decentralized and tamper-proof way to track and block stolen mobile devices. By using private blockchains, the proposed
model can be implemented in a way that ensures security and privacy, while also reducing the risk of fraud or malicious
activity.

• Decentralized and tamper-proof: Blockchain technology enables a decentralized and tamper-proof system for
tracking and disabling stolen mobile devices. This ensures that the information stored on the blockchain is accurate
and cannot be tampered with, making it a reliable source for tracking stolen devices [Chi23].

• Secure and private: The proposed model uses a private blockchain network that connects the mobile manufac-
turing companies and their nodes [Ire21]. This helps to ensure the security of the network and the data stored in
it, and also helps to maintain the privacy of the users.

• Automation of process: Smart contracts can be programmed to automatically disable the device once the signal
is sent, reducing human error and increasing the efficiency [DD21].

• Cross-border usage: The proposed model can be used in cross-border cases, making it more efficient and effective
than existing methods [Ram21].

• Cost reduction: By reducing the number of mobile thefts, the proposed model can also have a positive economic
impact. This can include reducing the costs associated with mobile theft for consumers, mobile carriers, and
insurance companies [Ali20].

3.3 Alternative Technologies Available under Development

• IMEI blocking: One of the most common methods for preventing mobile theft is to block the IMEI (International
Mobile Equipment Identity) number of a stolen device. This can be done by reporting the theft to the mobile
carrier, who will then blacklist the IMEI number and prevent the device from connecting to the network [Hic22].

• SIM card blocking: Similar to IMEI blocking, SIM card blocking involves disabling the SIM card of a stolen
device. This can be done by reporting the theft to the mobile carrier, who will then deactivate the SIM card and
prevent the device from connecting to the network [Tre15].

• Remote wipe: Some mobile devices include a remote wipe feature, which allows the device owner to remotely
delete all of the data on their device if it is lost or stolen [AIT23].

• Mobile tracking apps: There are a variety of mobile tracking apps available that allow device owners to track the
location of their device and remotely lock or wipe it if it is lost or stolen [Mar23].

In comparison, the model of using blockchain for mobile theft prevention offers several potential advantages over these
existing methods. A decentralized and tamper-proof system for tracking and disabling stolen devices, and the smart con-
tract can be programmed to automatically disable the device once the signal is sent, reducing human error and increasing
the efficiency. Additionally, the proposed model can potentially work in cross-border cases, which is not possible with
IMEI and SIM card blocking, and also can be integrated with other theft prevention methods.
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3.4 Methodology

The smart contract enables the registration of new mobile devices and maps them to their respective phone numbers.
This allows users to update the status of their mobile devices on the blockchain, indicating whether they are lost or
stolen. The smart contract also allows for changes to be made to the registered mobile devices’ information, such as their
International Mobile Equipment Identity (IMEI) number, and to update the corresponding phone number. In this way, the
smart contract provides a secure and tamper-proof solution for tracking the status of mobile devices on the blockchain.
The mobile application is designed to constantly monitor the state of the mobile device by making API calls to the
blockchain. If the blockchain indicates that the device has been reported stolen, the application takes action by disabling
the device’s Wi-Fi and network connections and forcing it into airplane mode. By doing so, the application prevents the
thief from using any of the phone’s features, rendering it useless until it can be recovered by the rightful owner.
When a mobile phone is marked as stolen on the blockchain through the smart contract and later found, the owner can
connect it to a computer via USB and use USB mode to provide data to the phone. This allows the owner to activate the
phone again by providing the data through the USB based hotspot.

Fig. 3.1: Working Mechanism of Mobile Theft Prevention using Blockchain

The smart contract is written in both Solidity and JavaScript programming languages that can be deployed on a blockchain
network. It is designed to prevent mobile theft by using a mapping function to keep track of mobile devices using their
IMEI numbers and phone numbers.
The smart contract consists of six functions that can be called by authorized users.

• addIMEI() allows users to add their mobile devices to the blockchain by passing in their IMEI and phone num-
bers. The function first checks if the IMEI and phone numbers already exist on the blockchain, and if not, it adds
the device to the mapping function.

• activateLost() is used to activate the lost mode of a mobile device. The function checks if the IMEI number
of the device exists on the blockchain and if it does, it sets the value of isIMEIlost to true, indicating that the
device is lost.

• deactivateLost() is used to deactivate the lost mode of a mobile device. The function checks if the IMEI
number of the device exists on the blockchain and if it does, it sets the value of isIMEIlost to false, indicating
that the device is no longer lost.

3.4. Methodology 17
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• changeIMEI() allows users to change the IMEI number of their device. The function checks if the old IMEI
and phone number exists on the blockchain and if it does, it replaces the old IMEI with the new one.

• changePhoneNumber() allows users to change the phone number associated with their device. The function
checks if the old IMEI and phone number exists on the blockchain and if it does, it replaces the old phone number
with the new one.

• checkIMEI() is a view function that allows anyone to check if a particular device is lost by passing in the IMEI
number of the device. The function returns true if the device is lost, and false if it is not.

3.5 Impact on Users and Mobile Manufacturers

As the world continues to advance technologically, mobile phone theft has become a common issue that affects many
people. However, with the implementation of a blockchain-basedmobile theft prevention solution, it is possible tomitigate
this problem.
For users, this solution provides an added layer of security, ensuring that their mobile devices cannot be easily used if
they are lost or stolen. With the mobile application continuously reading the state of the mobile through API calls to
the blockchain, it is possible to detect if the mobile is stolen, and take appropriate actions to disable the mobile network,
Wi-Fi, and force activate airplane mode, preventing the thief from using any of the phone’s functionalities.
For mobile manufacturers, implementing blockchain-based mobile theft prevention solutions will increase customer satis-
faction and retention as users are likely to be attracted by the added security feature. This, in turn, will lead to an increase
in sales and profits.

3.6 Economic and Social Benefits

The implementation of blockchain-based mobile theft prevention solutions will lead to a reduction in mobile phone theft
and related crimes. This will result in a decrease in the costs of replacing stolen or lost mobile phones, and a corresponding
increase in the amount of money available for investment in other areas of the economy. Additionally, it can also help to
reduce insurance premiums for mobile phone owners, leading to savings for consumers.
On a social level, it can help to reduce the fear of being robbed or mugged and reduce the potential for violent confronta-
tions between victims and thieves. This can lead to an overall improvement in public safety and security.

3.7 Future Possibilities and Extensions

The implementation of this blockchain-based mobile theft prevention solution has future possibilities and extensions. It
can be extended to other mobile devices like laptops, tablets, and smartwatches, further increasing the level of security for
users. Additionally, it can be integrated with existing law enforcement agencies to enhance the tracking of lost or stolen
mobile devices. This will make it easier for law enforcement to recover stolen mobile devices and increase the likelihood
of criminals being brought to justice.
In conclusion, the implementation of blockchain-based mobile theft prevention solutions provides an added layer of se-
curity that can greatly benefit mobile phone users, manufacturers, and society at large. The potential for future extensions
and possibilities only adds to its value, making it an ideal solution for improving the safety and security of mobile devices.
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CHAPTER

FOUR

MANAGING CRYPTO CUSTOMERS IN LEGACY FINANCIAL
INSTITUTIONS.

Industry Perspective
Disclaimer: The views and opinions expressed in this article are solely those of the author

Key Insights
• Legacy banks and financial institutions face internal and external challenges in integrating cryptocurrencies into
their existing business framework for generating new revenue streams.

• The internal perspective involves leveraging distributed ledger technology for an overall better management.
• The external perspective focuses on managing crypto customers, including regulatory compliance and environmen-
tal sustainability.

• Legacy banks often miss out on business opportunities due to constraints related to regulation, organization, pro-
cesses, delivery, and employee biases.

• Innovative central organizational structures should establish clear provisions, monitor key performance indicators,
and develop product management strategies.

• Offering tailored financial products, such as crypto mining equipment insurance and crypto hedging insurance, can
enhance profitability and help diversifying revenue streams.

• Talent acquisition and skill development are crucial to improve crypto risk management within legacy banks.
• Additional expertise is required in advanced programming languages, an end-to-end vision of innovation, and
product design.

• By addressing these challenges, legacy financial institutions can embrace the potential of cryptocurrencies and stay
ahead in the evolving financial landscape.

4.1 A Background Story

Some months ago, a friend of mine working in the sales department of a major European bank told me about a chaotic
experience he had with a potential client. The client was a cryptocurrency miner who had invested in a warehouse in
Switzerland and filled it with state-of-the-art computers for mining. The business was thriving, and with the cryptocur-
rency boom, it was yielding good profits. However, some weather events, like a hailstorm, had caused heavy damage to
his equipment.
The miner contacted my friend to inquire about insurance protection against such weather events. My friend saw the
opportunity and approached the relevant departments in his bank, including bank insurance and product design. That’s
where the story ended. My friend spent countless meetings and days explaining the basics to our colleagues: what a
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miner does, their work, and their business. Even escalations to top management were in vain. In the meantime, the miner
found an alternative financial solution provided by a cutting-edge FinTech, and as a result, both he and his bank lost an
outstanding prospective customer. Preventing this missed business opportunities from happening again in legacy banks is
the subject of this article.

Fig. 4.1: Functions of the Relationship Manager.

4.2 Introduction

Cryptocurrencies present unique challenges for legacy financial institutions from both internal and external viewpoints.
Internally, these institutions must explore how to integrate cryptocurrencies and distributed ledger technologies into their
existing systems, leveraging the technology to embrace a new era of financial management. This internal perspective
significantly impacts processes and IT infrastructure and also has implications for costs and IT investments, from a financial
statement standpoint.
Externally, the presence of institutional and retail cryptocurrency customers (e.g., cryptocurrency platforms or cryptocur-
rency holders) creates a conundrum. This demands meticulous attention to regulatory compliance, risk management, and
product offerings within the existing framework, which aim to discover innovative revenue streams beyond traditional
avenues. Indeed, from a financial statement perspective, this external view could have a significant impact on revenues,
allowing a diversification strategy.

Internal Perspective
Legacy banks face the challenge of integrating cryptocurrencies into their traditional banking systems, which involves
exploring ways to leverage blockchain technology, decentralization, and secure transactions. By effectively integrating
these digital assets, legacy banks can tap into the potential of cryptocurrencies and offer innovative financial services to
their customers.
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4.3 Managing Crypto Customers

Legacy banks encounter a unique set of challenges when engaging with crypto customers [Ban23a, Ban23b]. Relation-
ship managers and salespeople must navigate the complexities of regulatory compliance, such as Anti-Money Laundering
(AML) and Know Your Customer (KYC) regulations, to ensure adherence while facilitating a seamless customer experi-
ence. Additionally, concerns related to environmental sustainability and energy consumption associated with cryptocur-
rencies need to be addressed, providing clarity on the bank’s stance regarding these issues.
Legacy banks often miss out on business opportunities due to the interplay of regulatory, organizational, process, delivery,
and employee bias constraints. To overcome these constraints and expand their business opportunities, legacy banks must
adopt a proactive and reactive approach by focusing on setting up new central organizational structures within their general
management organization. These new structures have responsibilities to provide clear provisions (both from credit risk
and reputation risk management), Key Performance Indicators (KPIs), and product management strategies exclusively
dedicated to managing cryptocurrencies and serving crypto customers.
By proactively tackling both internal and external challenges, legacy financial institutions can begin to adeptly navigate the
rapidly shifting landscape of cryptocurrency. In this article, we delve into a variety of innovative strategies and approaches
that could be harnessed to tap into the vast potential of cryptocurrencies. A profound paradigm shift, altering how legacy
banks engage with and manage cryptocurrencies, is indeed a pressing necessity in today’s digital era.

4.4 Assessing Regulatory and Compliance Considerations

Engaging with crypto customers entails navigating through stringent regulatory obligations, such as AML and KYC reg-
ulations. Relationship managers and salespersons must ensure effective compliance with these regulations while also
addressing concerns regarding environmental sustainability, given the energy-intensive nature of certain cryptocurren-
cies.
Given that these professionals receive no support from other organizational structures within their banking or financial
institution, the burden of responsibility rests squarely on their shoulders. The breadth of their tasks is considerable,
presenting a complex landscape that must be navigated independently.
To illustrate this from an operational standpoint, these individuals must personally interpret and apply relevant legal
constraints due to a lack of cryptocurrency regulatory knowledge amongst legal professionals in traditional banks. Beyond
this, they must design and implement a profitable pricing strategy that gains management approval, a task often involving
numerous meetings, complex analyses, and financial simulations.
Moreover, they must fulfill climate, anti-money laundering, and privacy assessments, which are lengthy, complex, and
mandatory in the credit process [Uni18a]. All these activities are required to be performed simultaneously and swiftly to
maintain a positive commercial relationship with customers, and analyze competitors’ actions. A chaotic, complex, and
overwhelming task without help!
A more constructive approach has been lacking mainly due to the two major reasons:

• Banks employees’ biases and a negative approach towards cryptos
• Unclear regulation about cryptos.

On the latter, the EU has been working on regulating cryptocurrencies to address potential risks and ensure consumer
protection. While there is no specific comprehensive regulation for crypto management in banks, the following regulations
may be relevant:

• MiCAR (Market in Crypto-Assets Regulation) [Com20].
• Anti-Money Laundering Directive (AMLD) [Uni15].
• Markets in Financial Instruments Directive (MiFID II) [Uni14].
• EU General Data Protection Regulation (2016/679, “GDPR”) [Uni18b].
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From the perspective of a middle-aged EU bank employee, these regulations fail to provide a clear and straightforward
framework. Instead, they offer only basic principles and contribute to the overwhelming amount of documentation that
banks must manage within the European Union. Essentially, this situation becomes a burden, leading to additional costs
without generating any significant increase in revenue. We will explore some potential solutions to these problems next.

4.5 Expanding Business Opportunities

Relationship managers and salespersons of legacy banks usually miss out on significant business opportunities due to
the interplay of the regulatory, organizational, process, delivery, and employee biases constraints. To overcome these
limitations, again, a paradigm shift is needed. Instead of treating crypto customers as a challenging prospect, the entire
organization should embrace a proactive and reactive approach, which means setting up enabling factors for allowing the
onboarding of crypto customers. These enabling factors entail creating central organizational structures within the bank
that specialize in crypto management, encompassing risk management, AML, privacy, and product creation and offerings.

Fig. 4.2: Alternative Scenario with Relationship Manager.

4.6 Establishing Centralized Organizational Structures

Central organizational structures dedicated to managing cryptocurrencies need to be set up from scratch because they can
provide the necessary focus and guidance, encompassing both business and technical perspectives. These entities should
establish clear provisions, mapping opportunities and risks, setting up and monitoring KPIs and product management
strategies.
By assigning specific responsibilities and clearly structured activities, legacy banks can effectively identify and serve the
right crypto customers, while ensuring compliance and risk mitigation and disregarding crypto customers that do not
respect the bank provisions (e. g. crypto customers that do not have data privacy IT servers within a certain list of
countries, or crypto customers that have some previous criminal records in terms of money laundering). Furthermore,
offering tailored financial products, such as financing and insurance solutions, can enhance the profitability of the legacy
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institution. These bespoke products can be imagined only from employees who are engaged and motivated in the crypto
world. Here are some examples of innovative crypto products that legacy banks could sell to crypto customers:

1. Crypto Mining Equipment Insurance: Develop insurance policies specifically designed to cover the risks associated
with crypto mining equipment, such as physical risks (e.g., flood, hailstorm, theft, damage, or breakdown. This
type of coverage would provide financial protection for miners who invest heavily in hardware

2. Crypto Hedging Insurance: Develop insurance policies specifically designed to cover the risks of extreme price
volatility. This type of coverage would provide financial protection for crypto holders against price volatility

3. Operative Risks Insurance: Offer insurance policies that cover losses resulting from smart contract vulnerabilities,
coding errors, fraudulent or failed transactions. This coverage could offer reimbursement for lost funds due to
transaction errors, technical glitches, or fraudulent activities.

4.7 Talent Acquisition and Skill Development

Overcoming biases and improving crypto risk management within legacy banks may require attracting talent from outside
the financial industry. Re-skilling and up-skilling existing employeesmay not be sufficient; therefore, individuals with fresh
perspectives and expertise, especially those from product design and development will be required. This transformation
process should focus on developing a workforce with the necessary skills to navigate the complexities of cryptocurrencies
and related financial services.
In the general context, and simplifying it to the utmost, within legacy banks there are now individuals who possess extensive
expertise in accounting, credit risk and loan origination, as well as classical IT knowledge related to applications managing
transactions and data. The skills that are lacking to integrate an active and proactive understanding of cryptocurrencies
pertain to:

1. Advanced and cutting-edge programming languages
2. An eclectic and end-to-end vision of innovation (currently, innovation departments in legacy banks only focus on

processes and costs rather than revenues and products)
3. Proficiency in designing new products that are completely different from the traditional ones.

4.8 Conclusion

Legacy financial institutions must proactively address the challenges associated with managing crypto customers. By
navigating regulatory considerations, expanding business opportunities, establishing central organizations, and attracting
specialized talent, these institutions can unlock the potential of cryptocurrencies within their existing frameworks. Em-
bracing this transformation will not only help overcome the constraints imposed by regulation and biases but will also
position the institutions at the forefront of the evolving financial landscape.
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CHAPTER

FIVE

UNDERSTANDING THE TRANSACTIONAL CAPABILITIES OF
HEDERA HASHGRAPH

Industry Perspective

Key Insights
• Hedera Hashgraph’s unique protocol and algorithm ensure a fast, secure, and fair platform for real-time applications
and services.

• Hedera’s native cryptocurrency, HBAR, bolsters network security and powers transactions at low, stable fees.
• Hedera’s USD-fixed transaction fees, tailored for network operations, counteract HBAR price fluctuations to pro-
vide a stable and predictable cost framework for users.

• The Hedera Consensus Service streamlines consensus processes, fostering trust and decentralisation for various
applications.

• The Hedera Token Service streamlines tokenization, supporting secure asset conversion, and promoting interoper-
ability.

5.1 Introduction

Hedera Hashgraph is a distributed ledger technology designed to offer a secure, fair, and fast platform for a new gener-
ation of real-time applications and services [HH23]. In the Hedera network, a user initiates a transaction, which is then
quickly disseminated among nodes through an efficient “gossip” protocol. Nodes gossip messages to each other about
transactions randomly. Consensus on transactions is achieved independently by nodes using a virtual voting algorithm,
which calculates a consensus timestamp based on the median timestamp when the majority of nodes received the transac-
tion. This mechanism ensures transaction fairness and security, as no single node can significantly manipulate the order,
thereby providing resilience against malicious activities.
The transaction recording process using Hedera hashgraph and its benefits can be seen in Fig. 5.1.
Since Hedera Hashgraph launched in August 2018, it offers unique transactional capabilities through its native HBAR
cryptocurrency, used both for network security and as fuel for network services. As a proof-of-stake network, HBARs
help safeguard the network by representing voting power; thus, wider distribution of HBARs prevents potential attacks
by making it prohibitively expensive for a malicious entity to control one-third of the coins. In addition, HBARs serve
as fuel for network services, compensating nodes for providing computing resources, and ensuring low, stable transaction
fees. For example, a cryptocurrency transfer currently costs $0.0001 USD (paid in HBARs) [BGT19].
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Fig. 5.1: Hedera Hashgraph Transaction Recording Process & Its Key Benefits.

5.2 Hedera Cryptocurrency Service

Hedera hashgraph provides two distinct services related to digital assets: the Hedera cryptocurrency service and token
service. The Cryptocurrency service pertains specifically to the use of HBAR for transactions and fees on the network,
while the Token service provides a platform for users to create and manage their own custom tokens. Hedera’s cryptocur-
rency is engineered for speed, resulting in minimal network fees and enabling feasible micro-transactions. When Hedera
is fully operational, every user will have the capability to manage a network node and receive cryptocurrency payments
for this contribution. To create an account, all that is needed is to generate a key pair; there is no need for a linked name
or address. However, users are given the flexibility to link hashes of identity credentials from any selected third-party
certificate or identity authority. This function is purposefully constructed to aid in adhering to legal standards in regions
enforcing Know Your Customer (KYC) or Anti-Money Laundering (AML) regulations. Further details can be found in
the Regulatory Compliance section [BHM20].

5.3 Fees Associated with Hedera Transactions

Hedera’s network fees are designed for specific network operations. The fees are payable in HBAR, but are also fixed in
USD for stability.

Note: HBAR Denominations and Abbreviations
Hedera denominates HBAR into various units:

1 gigabar (Gℏ) = 1 billion HBAR
1 megabar (Mℏ) = 1 million HBAR
1 kilobar (Kℏ) = 1,000 HBAR
1 hbar (ℏ) = 1 HBAR

(continues on next page)
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(continued from previous page)

1 millibar (mℏ) = 0.001 HBAR
1 microbar (μℏ) = 0.000001 HBAR
1 tinybar (tℏ) = 0.00000001 HBAR.

Fee structures for various operations are as follows:
• Cryptocurrency Service: The cost for creating a crypto account is $0.05, for auto renewing an account is $0.00022,
and for transferring cryptocurrency is $0.0001, amongst others.

• Consensus Service: Fees for creating a topic on the Consensus Service is $0.01, for updating a topic is $0.00022,
and for submitting a message is $0.0001, etc.

• Token Service: The cost to create a token is $1.00, to update a token is $0.001, and to associate a token with an
account is $0.05, amongst others.

• File Service: The fee for creating a file is $0.05, updating a file is $0.05, and deleting a file is $0.007, etc.
• Smart Contract Service: Fees for creating a contract are $1.0, for updating a contract are $0.026, and for making
a contract call are $0.05, etc.

Exact service fees will be visible once finalized through the pricing calculator.

5.4 Hedera Consensus Service

The Hedera Consensus Service (HCS) is an essential component of the Hedera network that provides a decentralised, se-
cure, and verifiable log of events. It facilitates agreement on transaction order and timing across diverse applications, rang-
ing from supply chains to multiplayer gaming. More than just a transactional ledger, HCS revolutionises the blockchain
ecosystem by offering swift, fair, and decentralised consensus. Utilising the hashgraph consensus algorithm, HCS expe-
dites transaction settlements, fostering transparency with a timestamped process. It not only bolsters efficiency and the
trust model of private networks but also significantly reduces operational costs. Moreover, it promotes a collaborative
environment for interconnected applications, paving the way for the next wave of decentralised applications[BGT19].

5.4.1 HCS Architecture and Configuration

HCS is made accessible through various SDKs and the Hedera API (HAPI). It processes byte string messages from client
applications tied to unique topics. These messages, carrying transactional details, are processed against a fee in HBARs,
Hedera’s native currency. Upon successful processing, the Hedera ledger returns a record with consensus details, times-
tamps, sequence numbers, and running hashes reflecting previous messages. To configure this service, organisations set
up mirror nodes, program applications, and define unique keys and topics for transactions to configure HCS. After veri-
fication and confirmation of the transaction fee payment, the transaction information is disseminated across the network
to establish a consensus timestamp. Mirror nodes receive this information, facilitating the creation of state proofs and
further transaction processing. This configuration ensures robust record distribution and real-time auditing, fostering
transparency and immediate validation of transaction order and accuracy.
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5.5 Hedera Token Service

The Hedera Token Service (HTS) enables native token creation on the Hedera platform, storing information on the public
Hedera ledger and offering pseudonymous privacy. This model is governed by the Hedera Governing Council and allows
for limited customisation [HH20]. HTS makes token deployment straightforward and cost-effective, without the need for
additional infrastructure. It can support high throughput applications with thousands of transactions per second, achieving
transaction finality in 3-5 seconds. The interoperability of tokens across the Hedera ecosystem and decentralised trust
model ensures transparent, verifiable transactions.

5.5.1 Applications of Hedera’s Tokenization Model

Hedera’s tokenization model can support various token use cases [HH20]. In financial services, it can facilitate efficient
trading and settlement of assets like bonds, stocks, or commodities. Tokens can also track physical goods in supply
chains, enable fractional ownership in real estate, represent unique art pieces as Non-fungible tokens (NFTs), and form
the backbone of Decentralised Finance (DeFi). Other applications include tokenizing in-game assets, loyalty rewards,
and personal identities for enhanced security and user privacy.

5.6 Hedera Smart Contract Service

Hedera’s Smart Contract service revolutionises the world of blockchain programming by introducing exceptional features
that enhance performance, reduce costs, ensure security and fairness, and promote interoperability with Ethereum. The
service allows the development of smart contracts using Solidity, a common language in Ethereum, simplifying the tran-
sition for developers familiar with Ethereum’s ecosystem [Cla22]. The Besu EVM, tailored for the Hedera network and
hashgraph consensus, enables high-speed transactions, predictable low fees, a negative carbon footprint, and exceptional
performance with 15 million gas per second [Hed]. By leveraging the hashgraph consensus algorithm, the service offers
rapid transaction finality and optimises contract execution, surpassing the capabilities of traditional block-based systems.
It is designed to maintain low and predictable costs, significantly benefiting developers compared to Ethereum’s fluctu-
ating fees. The platform’s robust security features and the governance of an esteemed council of industry leaders assure
platform stability and continuous improvements. Furthermore, the service supports easy migration of existing Ethereum
contracts to Hedera, showcasing its adaptability and convenience for developers.
See also:

The full documentation for the Smart Contract service and a “Deploy Your First Smart Contract” tutorial here. Addi-
tionally, a JavaScript code snippet is provided below for creating a very first smart contract transaction on Hedera.

{
....
//Create the transaction

const transaction = new ContractCreateTransaction()

.setGas(100_000_000)

.setBytecodeFileId(bytecodeFileId)

.setAdminKey(adminKey);

//Modify the default max transaction fee (default: 1 hbar)

const modifyTransactionFee = transaction.setMaxTransactionFee(new Hbar(16));

//Sign the transaction with the client operator key and submit to a Hedera network

(continues on next page)
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(continued from previous page)

const txResponse = await modifyTransactionFee.execute(client);

//Get the receipt of the transaction

const receipt = await txResponse.getReceipt(client);

//Get the new contract ID

const newContractId = receipt.contractId;

console.log("The new contract ID is " +newContractId);
....
}

5.7 Hedera File Service

Hedera Hashgraph’s File Service provides a resilient, secure, and efficient system for data storage in a decentralised
environment. It functions like a transaction graph, processing data in parallel and storing files across all network nodes
in Merkle Trees and Merkle Directed Acyclic Graphs, ensuring tamper-proof, regionally accessible, and 100% available
data. A unique feature is the provision of ‘proof-of-deletion,’ allowing businesses to comply with General Data Protection
Regulations (GDPR) requirements. Files in the system have a set expiration date and are deleted automatically, while the
storage service costs are based on the file size and the desired storage duration. Furthermore, Hedera offers controlled
mutability via wACL keys, providing flexible data management and ensuring consensus for any changes. Transactions
on Hedera are limited to 4KB, ensuring efficiency, although larger files can be accommodated through the appending
of additional data. The service supports various transactions including creating, appending, deleting, and updating files,
offering comprehensive and flexible options for developers and users. In essence, Hedera’s File Service is a robust,
secure, and efficient solution for decentralised data storage, embodying the low-cost and high-performance advantages of
the platform [Won19].
The architecture of Hedera’s core services can be seen in Fig. 5.2.

5.8 Conclusion

Hedera Hashgraph has emerged as a pioneer in the realm of blockchain and Distributed Ledger Technology (DLT),
leveraging unique transactional capabilities. It has significantly transformed the DLT landscape through its core services
such as the Hedera Cryptocurrency Service, Hedera Consensus Service (HCS), Hedera Token Service (HTS), Smart
Contract Service, and File Service, altering the handling of consensus and tokenization. The advanced transactional
capabilities of Hedera Hashgraph, coupled with its suite of innovative services, position it as a substantial disruptor in the
blockchain and DLT arena. Its commitment to cost-effectiveness, high performance, secure operations, and transparency
has the potential to redefine how businesses and individuals interact with distributed ledger technology, thus paving the
way for the next wave of decentralised applications.
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Fig. 5.2: Architecture of Hedera’s core service
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CHAPTER

SIX

SELF-SOVEREIGN IDENTITY: TECHNICAL FOUNDATIONS AND
APPLICATIONS

Innovation & Ideation

Key Insights
• SSI systems leverage Decentralised Identifiers (DIDs) and Verifiable Credentials (VCs) to enable secure and trust-
worthy data sharing between issuers, holders, and verifiers, without relying on a centralised authority.

• Privacy-preserving techniques, such as zero-knowledge proofs and selective disclosure, allow SSI users to maintain
control over their digital identities and securely share credentials without exposing unnecessary information.

• The implementation of SSI in various industries, including healthcare, land registration, and e-voting, demonstrates
the potential for SSI to revolutionise identity management and enhance security, privacy, and trust in these systems.

• While blockchain is not mandatory for SSI systems, its use as a decentralised data registry ensures secure, tamper-
evident, and verifiable storage of credentials, contributing to the trustworthiness and reliability of identity manage-
ment processes.

6.1 Introduction

According to World Bank estimates, nearly 850 million people lack an official identity [JC23], and the proliferation of
digital devices has made it increasingly essential to possess a verifiable digital identity. This has led to a rise in digital
transactions and the need for a secure and reliable identity management system. SSI is emerging as a decentralised
alternative to traditional centralised identity management systems, in which identities are cryptographically verifiable. It
allows individuals to control their digital identities and share them with trusted parties. Each entity in the SSI system is
identified by a unique DID (Decentralised Identifier) as shown below, which can be resolved to reveal information such
as the entity’s public key and other metadata.

DID⏟
Scheme

∶
DIDMethod

⏞example ∶ BzCbsNYhMrjHiqZDTUASHg⏟
MethodSpecificIdentifier

See also:
Find out more about some of the most commonly used DID methods:

• DID:INDY
• DID:UPORT
• DID:SOV
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While centralised identities and federated identities offer convenience, control remains with the identity provider [LB15].
User-centric identities such as OpenID [RR06] and OAuth [FKustersS16] improve portability but do not give complete
control to the users. SSI is designed to give users full control over their digital identities, and involves guiding principles
around security, controllability, and portability. In addition to providing total control, Bernabe et al. [BCHR+19] pre-
sented a classification of techniques for maintaining privacy in SSI, which included Secure Multiparty Computation and
Zero-Knowledge Proofs, among others.
The three main parties involved in SSI systems are the issuer, holder and verifier, as shown in [Fig. 6.1]. The issuer issues
a cryptographically signed credential to the holder, and the verifier is the entity that confirms the credential’s authenticity
using a decentralised data registry such as a Blockchain. Holders store their credentials in secure digital wallets and can
share them with other parties as needed. The holder can also create a presentation and share it with the verifier on request.

SSI

Self-Sovereign Identity (SSI) is a decentralised digital identity management system which leverages blockchain tech-
nology as a data registry, allowing individuals to create, control, and share their identities securely.

Verifiable Credential

A verifiable credential is a digital artefact that provides tamper-evident, cryptographically verifiable proof of an indi-
vidual’s personal information or attributes.

Fig. 6.1: SSI entities and their relations

See also:
This is a verifiable credential issued using the javascript didkit-wasm library.
Click here for full credential

{
....
"id":"urn:uuid:7041d211-72c9-49fe-b6d1-d8b6b94abfe3",

(continues on next page)
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(continued from previous page)

"type":[
"VerifiableCredential",
"BasicProfile"

],
"credentialSubject":{

"id":"did:pkh:tz:tz1N699qJqMVbMDan2r6R3QYFw42J5ydReh6",
"alias":"TU Munich",
"website":"Germany",
"description":"My name",
"logo":"Helene-Mayer-Ring 7B"

},
"issuer":"did:pkh:tz:tz1QRuc9BkvsBfeSGr6kJ5GCzBsrDjMedvA7",
"issuanceDate":"2023-01-13T12:24:52.630Z",

....
}

Nitty Gritty of SSI
• SSI solutions are designed to be blockchain-agnostic and adhere to W3C’s specifications.
• The identity wallets (e.g., uPort, Trinsic, Connect.Me) are different from the digital wallets (e.g., Coinbase, Ledger,
Trezor) that store cryptocurrencies in the sense that they store and manage DIDs and VCs instead of cryptocurren-
cies.

• To protect privacy, SSI solutions (e.g. - Hyperledger Indy and Aries) are increasingly using Zero-Knowledge Proofs
(ZKPs) to prove the authenticity of credentials without revealing the actual data.

• To facilitate secure communication between different SSI components (issuer-holder-verifier), DIDComm and
CHAPI protocols have been developed and are heavily used.

6.2 Applications for SSI

Zero-Knowledge Proofs

A zero-knowledge proof (ZKP) is a cryptographic technique that enables one party, the prover, to convince another
party, the verifier, of the validity of a statement or the possession of a secret without revealing any additional information
about the underlying secret or data.

6.2.1 SSI in healthcare

Recent studies have demonstrated the feasibility of using zero-knowledge proofs to disclose information selectively, such
as proof of vaccination status, without revealing users’ identities. These studies have employed interoperable open-source
tools to implement these systems globally at aminimal cost. Schlatt et al. [SSFU22] illustrates how a customer can leverage
a Zero-knowledge Proof concept called ‘blinded link secret’ to disclose information selectively. Similarly, Barros et al.
[dVBSFCustodio22] implemented a prototype of an application for presenting proof of vaccination without revealing
users’ identities. Furthermore, it uses interoperable open-source tools across countries to implement this system globally
at a minimal cost for each country’s government. The NHS Digital Staff Passport solution [LC22] employs the Sovrin
Network as a public key infrastructure (PKI) to manage verifiable credentials for staff onboarding. Hospitals register on
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the network and use their private keys to sign credentials, while staff members utilise Evernym’s Connect.Me SSI digital
wallet app to store and share credentials.

6.2.2 SSI in land registration

Shuaib et al. [SHU+22] suggest that a blockchain-based land registry system can be combined with a self-sovereign
identity (SSI) solution to provide a secure and efficient identity management system for landowners. Three existing SSI
solutions, Everest, Evernym, and uPort [Ame22], were evaluated based on SSI principles [All16] to determine their com-
pliance and effectiveness in addressing identity problems in land registry systems. The Everest platform was found to be
the most compliant with the SSI principles, whereas Evernym and uPort had some limitations in terms of interoperability
and user control.

6.2.3 SSI in e-voting

Estonia is one of the few countries in the world that have managed to make e-voting a reality [SS22]. Sertkaya et al.
[SRR22] proposed an EIV-AC scheme that integrates the Estonian Internet voting (EIV) scheme with anonymous cre-
dentials (AC) based on self-sovereign identity (SSI). The use of SSI-based anonymous credentials enables voters to prove
their eligibility to vote without revealing their identity. The zero-knowledge proof of identity is used to prove that the
voter has the right to vote without revealing any additional information. The EIV-AC scheme enhances the security and
privacy of the EIV scheme, making it more compliant with privacy-enhancing and data minimisation regulations.

6.2.4 SSI in finance and identity management

Innovative proposals surrounding digital identity management systems, such as Kiva’s architecture, suggest the develop-
ment of an insurance marketplace for consequential damages related to identity claims. This marketplace could offer a
market mechanism for evaluating the accuracy, trustworthiness, and usefulness of various identity claims, subsequently
allowing lenders to confidently underwrite loans, even to individuals lacking formal credit history. Furthermore, by lever-
aging blockchain technology in a semi-decentralised identity management system, banks and microfinance lenders could
underwrite the risk associated with issuing identity credentials, facilitating de-risking for subsequent lenders.
Ferdous et al. [FIP23] introduce a SSI4Web framework and demonstrate how an SSI-based framework can be designed
for web services and offer a secure and passwordless user authentication mechanism, which eliminates the need for users
to remember passwords and reduces the risk of password breaches.

6.3 Can SSI work without Blockchain?

Blockchain is one of many options when implementing a Self-sovereign Identity system. Alternatives like IPFS, Public-
key cryptography and even traditional Certificate Authorities can be used to implement SSI. However, the main advantage
of using Blockchain is that it provides a decentralised and immutable ledger that can be used to store and verify credentials.
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6.4 Conclusion

Self-sovereign identity can potentially revolutionise various industries, including healthcare, voting systems and many
more. However, as research and development in SSI progress, it will be crucial to address interoperability, scalability,
and usability challenges to realise SSI’s potential in a global context fully.

6.5 References
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CHAPTER

SEVEN

SHARDING: A PANACEA FOR BLOCKCHAIN SCALABILITY
CHALLENGES?

Innovation & Ideation

Key Insights
• Sharding is a promising scaling technique for blockchains, dividing the network into smaller partitions called shards
to process transactions in parallel, thus increasing throughput.

• Sharding approaches in blockchain systems vary, with solutions like Ethereum 2.0 using multiple shard chains
coordinated by a beacon chain, and others, such as Near Protocol’s Nightshade, opting for processing data chunks
in a single blockchain with different validator sets.

• Sharding implementation faces challenges in security, cross-shard communication, and data availability. These
require solutions like random validator assignment, transaction receipts, and erasure coding.

• While sharding offers potential scalability improvements, layer 2 solutions like ZK-Rollups and Optimistic Rollups
remain the preferred short-term scaling methods until sharding proves its ability to handle high transaction volumes.

As the adoption of blockchain technology increases, scalability remains the central challenge and a major obstacle for
blockchain to be adopted by mainstream industries. Bitcoin can only process 7 transactions per second (TPS), while the
Ethereum blockchain can only process 15 TPS. Although after the Merge of Ethereum 1.0 into Ethereum 2.0, the TPS of
Ethereum 2.0 is expected to reach 100,000 TPS, gas fees remain a major issue. Ethereum has been relying on ZK-rollups
to scale the network, but rollups are only a short-term solution because of interoperability issues with other blockchains
since they are mainly Ethereum-focussed. Therefore, the blockchain community is actively looking for a solution to the
scalability problem.

ZK-Rollups

ZK-Rollups in Ethereum are a Layer 2 scaling solution that uses zero-knowledge proofs to bundle multiple transactions
into a single proof on the main chain. This reduces on-chain data storage and gas costs while maintaining security. As
a result, ZK-Rollups enable higher throughput, lower fees, and faster confirmations for Ethereum transactions while
preserving privacy and decentralization.

43



DSF Science Notes

7.1 What is Sharding?

Sharding, originally a database design principle, is now being considered a promising solution to overcome the scalability
challenges of blockchain systems. This scaling technique divides the blockchain network into smaller partitions called
shards, each responsible for processing a subset of transactions. This allows the blockchain to process more transactions
in parallel, thereby increasing the throughput of the system.
There are 2 common techniques blockchains implement to improve throughput:

• Delegate all the computation to a small set of powerful nodes; (e.g., Algorand, Solana)
• Each node in the network only does a subset of the total work (Sharding). Ethereum, Near, Hedera use this
technique.

Note: Sharding in Blockchains vs Traditional Databases
The sharding techniques used in traditional databases cannot be directly applied to blockchains because of the following
reasons:

• Blockchains rely on Byzantine Fault Tolerance (BFT) consensus protocols which have been shown to be a scalability
bottleneck.

• Distributed databases depend on highly available transaction coordinators for atomicity and isolation assurance;
however, blockchain coordinators could exhibit malicious behaviour.

• In a distributed database, any node can belong to any shard, but a blockchain must assign nodes to shards in a secure
manner to ensure that no shard can be compromised by the attacker.

7.2 Different Sharding Approaches

Huang et al. [HPZ+22] proposed a new cross-shard blockchain protocol called BrokerChain that aims to address the
issue of hot shards and reduce the number of cross-shard transactions. They showed this protocol outperforms other
state-of-the-art sharding methods in terms of transaction throughput, confirmation latency and queue size of transaction
pool. Tennakoon et al. [TG22] propose a blockchain sharding protocol with dynamic sharding where smart contract
invocations stored in blocks reconfigure the sharding. This protocol is effective because it improves the efficiency of
the blockchain, preventing resource wasting by closing the shards that are not processing as many transactions or are
idle. There have been a few proposed sharded blockchains such as Elastico [LNZ+16], OmniLedger [KKJG+18] and
RapidChain [ZMR18]. Nonetheless, such systems are predominantly constrained to cryptocurrency use cases in open
(or permissionless) environments. Due to their reliance on the unspent transaction output (UTXO) model—a simplistic
data structure—these methods lack generalizability for applications beyond Bitcoin [DDL+19]. So we will focus on more
general-purpose blockchains such as Ethereum and Near Blockchain.

Hot Shards

Hot shards are shards that are experiencing a high volume of transactions, which can negatively impact the performance
and security of the blockchain system.
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Fig. 7.1: Sharding in Ethereum vs Near Blockchain

7.2.1 Sharding in Ethereum

In Ethereum, data is distributed among several “shard chains” ([Fig. 7.1]). Each of these shard chains submits a record
of transactions to the “beacon chain” or “coordinating layer”, which coordinates and manages the shards by maintaining
synchronization and ensuring a common ledger. The shards receive sets of transactions from the mempool. Under the
Ethereum 2.0 proposal, these TX are split based on their transaction types: Token transfers and Smart contract interac-
tions. Validators then use an EVM to process shards’ data into a block and update the Merkle tree’s state on the beacon
chain [KTTI22].

7.2.2 Sharding in Near Blockchain

Near’s sharding technique is called “Nightshade” [Nea20a]. Although the full implementation is still in progress, the idea
is that instead of having multiple subchains with a single beacon chain, the data is divided into smaller partitions called
chunks. Each chunk is processed by a different set of validators. The validators are randomly assigned to chunks, and the
assignment is done in a way that the same validator is not assigned to multiple chunks, as shown in [Fig. 7.1]. At present,
the Near blockchain has 4 shards, and the eventual plan is to have 100 shards {cite}`near roadmap.

7.2. Different Sharding Approaches 45



DSF Science Notes

7.3 Sharding Challenges

The main issue with sharding is that it is extremely complicated to implement, as it opens up possibilities of new attack
vectors and security challenges. The following are some of the challenges that need to be addressed before sharding can
be implemented in a blockchain system.

7.3.1 Security

In a 10-shard system, each shard’s security is reduced by a factor of 10 due to separate validator sets. Upon hard-forking
a non-sharded chain with X validators into a sharded chain, each shard has X/10 validators. Consequently, compromising
one shard necessitates corrupting only 5.1% (51% / 10) of the total validators. This is a significant reduction in security.
To overcome this challenge, Ethereum uses a beacon chain to randomly assign validators to shards. Blockchains like Near
and Algorand use Verifiable Random Functions (VRFs) to assign validators to shards. This ensures that the validators are
randomly assigned to shards and the same validator is not assigned to multiple shards.
Hafid et al. [HHS22] propose a Probabilistic Generating Function Analysis (PGFA) approach as an effective and tractable
method to analyze the security of sharding-based blockchain protocols. They conclude that an increase in the number
of Sybil IDs (unique nodes), network size, and ID Selection Pool (random pool from which nodes are randomly selected
to be assigned to shards) size results in a higher failure probability, compromises network security and can lead to shard
takeover attacks.

VRF

Verifiable Random Functions (VRFs) are cryptographic primitive that allows a user to generate a random number that
can be verified by anyone.
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7.3.2 Cross-Shard Communication

As the network gets divided into multiple shards, it is important to ensure that the shards can communicate with each other
to maintain consistency and interoperability. As seen in [Fig. 7.2], this can be problematic if there is forking within the
shards and the block issuing the transaction is not included in the canonical chain. Both Near and Ethereum overcome this
challenge by exchanging receipts between the shards. The receipts are used to prove that a transaction has been executed on
a shard [Nea20b] and the corresponding transaction can be executed on the other shard. In Hedera Hashgraph, which uses
a gossip protocol to exchange information between shards, each shard maintains a queue of outgoing messages for other
shards. Messages are sent from one shard to another through nodes randomly contacting each other, along with proof
of consensus. The process continues until the receiving shard confirms message processing with an updated sequence
number in its shared state [Hed20]. Instead of receipts, Hedera uses sequence numbers which are maintained by a shard
for each other shard as a proof of latest execution message.

Sequence Numbers

In the context of Hedera’s multi-shard system, sequence numbers are 64-bit identifiers assigned to inter-shard mes-
sages to keep track of their order. When a transaction involves resources from different shards, it triggers inter-shard
messages. Each shard maintains a queue of outgoing messages to be sent to other shards, and each message within a
specific queue is assigned a unique sequence number.

Fig. 7.2: Cross-Shard Communication

7.3.3 Data Availability

The data availability problem relates to the difficulty of ensuring that all necessary data for verifying a block’s validity is
accessible to all participants in the network. For instance, a light client cannot access complete block data and thus cannot
verify the validity of data. To overcome this problem, erasure coding is used. If the light client can retrieve a sufficient
number of chunks of data, it can reconstruct the original data and verify the block’s validity. Ethereum and Near are
currently using this approach.

Erasure Codes

Erasure codes allow a piece of data M chunks long to be expanded into a piece of data N chunks (“chunks” can be of
arbitrary size), such that any M of the N chunks can be used to recover the original data.
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7.4 Sharding in Hedera

As per Hedera network’s whitepaper [Hed20], it starts as a single shard composed of nodes managed by Governing
Council Members. As the council grows, the network will transition to a multi-shard system to enhance performance,
enable parallel consensus, and maintain asynchronous Byzantine fault tolerance. Nodes will be randomly assigned to
shards by amaster shard, balancing hbar distribution andminimizing centralization risks. Shards will trust and collaborate,
allowing seamless cross-shard transactions. Nodes will communicate via push messages, maintaining queues for inter-
shard messaging. Transactions involving multiple shards will be consistently recorded in each shard’s state, ensuring
ledger-wide coherence and integrity. The master shard will be responsible for maintaining the overall state of the network,
including the hbar supply and the hbar distribution across shards.

7.5 Conclusion

Sharding is the most promising solution to overcome the scalability challenges of blockchain systems. However, although
Ethereum and Near have made significant progress in implementing sharding, it is still not time-tested and it remains to
be seen whether these blockchains will be able to bear a load of transactions volume when scenarios such as DeFi boom
or NFT craze happen again. Until then, layer 2 solutions such as ZK-Rollups and Optimistic Rollups will continue to be
the preferred scaling solutions for blockchain systems.
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CHAPTER

EIGHT

SOULBOUND TOKENS (SBTS)

Innovation & Ideation

Key Insights
• Decentralised Society (DeSoc) serves as an innovative solution that encourages a trust-based, cooperative, bottom-
up strategy in constructing resilient networks, thereby enhancing the potential of Web3.

• Soulbound tokens (SBTs), as non-transferable assets, improve the provenance and reputation in the Decentralised
Society (DeSoc) and provide a versatile representation of digital identities.

• SBTs have the potential to redefine digital identity verification due to their non-transferable nature, allowing them
to authenticate factual records, establish digital inheritance plans, and prevent Sybil attacks in Decentralised Au-
tonomous Organisations.

• SBTs offer functional solutions in various sectors such as finance, real estate, and healthcare, promoting trans-
parency, security, and innovation across these industries.

• Despite the significant advancements that SBTs bring to digital identity systems, they also face obstacles concerning
privacy, security, and interoperability.

8.1 Introduction

Web3

Web3, short for Web 3.0, is the third generation of internet services for websites and applications that incorporate
blockchain-based and decentralised processes. It emphasises a user-centric online experience where data ownership
and control is returned to the individual, as opposed to being centralised in large tech companies.

DAOs

A Decentralised Autonomous Organization (DAO) is a blockchain-based system governed by rules encoded as com-
puter programmes known as smart contracts, with decision-making authority distributed among its members.

Web3 has largely been anonymous for its users, due to its founding principles, which are deeply rooted in privacy and
decentralisation. However, the lack of ability to confirm individual identities, their properties, and affiliations has posed
a challenge for blockchain adoption in some industries. Soulbound tokens (SBTs) are set to bridge this identity gap
inherent in Web3, facilitating the formation of trusted relationships. Soulbound tokens can be issued by any entity, be it
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DAOs, academic institutions, DeFi firms, or employers, to denote membership, authentication or certification, or event
participation. Moreover, soulbound tokens can utilise these links between individuals and various entities to provide a
more comprehensive picture of distinct user identities and their roots. The reputation of the issuing entity is transferred
via SBTs to the wallets or individuals who hold them. The more prestigious the issuing body, the higher the standing of
the individual in possession of a soulbound token.
As an individual’s connections with different entities grow, so does their unique identity and reputation. Soulbound tokens
capitalise on this network of connections to construct verifiable identities for souls. NFTs will serve as proof of ownership,
and SBTs as proof of character [CG22].

Fig. 8.1: Soulbound Token Issuance in DeSoc.

8.2 Moving towards a Decentralised Society (DeSoc)

Sybil Attack

A Sybil attack is a type of security threat in decentralised networks where a single entity creates multiple fake identities
(Sybils) to gain undue influence or control. These attacks can disrupt the functioning of the network by undermining
consensus mechanisms.
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Collusion Attack

A collusion attack in blockchain refers to a scenario where a group of participants in a network conspire together
to manipulate the system for their own advantage. This can happen in proof-of-stake or proof-of-work blockchain
systems where enough nodes, typically over 50%, are controlled by a colluding group. This allows them to control the
validation of transactions, potentially allowing them to double-spend, block transactions, or manipulate the blockchain
in other ways. This is often referred to as a 51% attack.

Hyper-financialization

Hyper-financialization refers to the dominance of financial markets, institutions, and elites in the economy.

Web3 aims to revolutionise society beyond just financial systems, but its current lack of mechanisms to represent human
identities and relationships in virtual worlds leads to issues like Sybil attacks, collusion, and an inclination towards hyper-
financialization [WOB22]. To counter this, Weyl et al. [WOB22] proposed the concept of a Decentralised Society
(DeSoc), an approach fostering complex and diverse relationships across digital and physical realities. It is built on trust
and cooperation while also correcting for biases and tendencies to overcoordinate.

Vampire Attack

In the context of decentralised finance (DeFi) and blockchain, a vampire attack is a strategy where a new protocol aims
to drain liquidity and users from an existing one. This is often done by offering higher rewards or better incentives on
the new platform, incentivizing users of the old platform to migrate their assets.

Economic growth is primarily driven by networks yielding increasing returns, but the current private property paradigm
of DeFi can limit such growth. DeSoc recommends treating networks as partially and collectively shared goods, applying
governancemechanisms that balance trust and cooperation, while checking for collusion and capture. This model supports
a bottom-up approach in building, participating in, and governing networks. Consequently, it creates structures resilient
to Sybil and vampire attacks and collusion, and promotes plural networks that provide widespread benefits, agreed upon
by diverse members.
The strength of DeSoc lies in fostering broader cooperation by encouraging the creation and intersection of nested net-
works across the physical and digital realms. Building on trust, it allows for the establishment of resilient plural network
goods. This approach enables Web3 to resist short-term financialization and cultivate a future with increasing returns
across diverse social connections.

Note: Differences between soulbound tokens (SBTs) and regular non-fungible tokens (NFTs)
• Soulbound Tokens (SBTs) are unique in that they are non-transferable and exhibit public transparency.
• Regular Non-Fungible Tokens (NFTs), on the other hand, are unique, non-interchangeable tokens that can represent
digital assets, such as digital art.

• Both SBTs and NFTs can serve as a means to authenticate and identify products or records.
• SBTs stand out in their ability to serve as a form of permission, authorisation, and access to legal documents,
binding the token to a specific identity.

• Conversely, NFTs can be utilised as tickets granting access to exclusive events, without requiring identity verifica-
tion, as they can be freely transferred between parties.
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8.3 Functionality of SBTs

A distinct and pivotal characteristic of Soulbound tokens (SBTs) is their inherent non-transferability. Unlike existing
NFTs and token standards like the fungible ERC-20 or non-fungible ERC-721, which are built to hold market value and
can be sold or transferred between wallets, SBTs are uniquely tied to Souls and therefore are not designed for selling or
transferring [Tak23].
SBTs are issued and held within unique accounts known as Souls, which serve as a vessel for these tokens and play a
crucial role in establishing provenance and reputation. Souls can denote various entities, ranging from individuals to
organisations, companies, and more. It’s noteworthy that in a decentralised society (DeSoc), Souls are not required to
have a direct human equivalence, meaning a single person can be associated with multiple Souls. Unlike regular NFTs,
soulbound tokens (SBTs) are a concept of non-transferable assets [Tit22]. Once issued, they belong to a specific identity
[Hil22].
This flexibility can manifest in a multitude of ways. For example, an individual could possess an array of ‘Souls’, each sym-
bolizing different facets of their identity, such as their professional credentials, medical histories, among other elements
[Tak23].

8.4 Potential Applications of SBTs

Soulbound Tokens (SBTs) are a revolutionary concept in the realm of blockchain technology, enabling the creation of
verifiable, non-transferable digital records tied to an individual’s identity or “soul”. With their immutable and decentralised
characteristics, these tokens offer several potential applications that span numerous industries and societal structures. From
authenticating factual records, devising digital inheritance plans, and facilitating alternative credit systems to preventing
Sybil attacks in DecentralisedAutonomousOrganisations (DAOs), enhancing trust in online property rentals, and securing
the management of healthcare records, SBTs are primed to reshape the digital world. The following sections detail some
of the most promising applications of Soulbound Tokens in diverse fields.

8.4.1 Verifying Authenticity of Factual Records

Soulbound Tokens can be used to confirm the authenticity of supposed factual records, such as photos and videos. As deep
fake technology continues to advance, it’s becoming increasingly difficult for both humans and algorithms to determine
the truth through direct examination. While blockchain inclusion enables us to trace the time a particular work was made,
SBTs would enable us to trace the social provenance, giving us rich social context to the Soul that issued the work, their
constellation of memberships, aliations, credentials and their social distance to the subject [WOB22].

8.4.2 Digital Inheritance Planning

Soulbound Tokens (SBTs) can be employed as a mechanism to confirm a user’s existence. Considering SBT use cases,
a digital inheritance plan could be created where the testator generates SBTs for executors, guardians, and beneficiaries,
transferring these tokens to their respective wallets. This process not only verifies the existence of all involved parties but
also bolsters the security of the testator’s digital assets [GCOGI23].
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8.4.3 Alternative Credit Systems

An ecosystem of Soulbound Tokens (SBTs) could provide an alternative to traditional credit systems, using education
credentials, work history, and rental contracts to build a credit history. Non-transferable SBTs representing loans could
be used as non-seizable reputation-based collateral. The system would prevent loan evasion and promote transparency in
lending markets, reducing reliance on centralised credit-scoring. Ultimately, this could enhance lending algorithms and
facilitate lending within social networks [WOB22].

8.4.4 Preventing Sybil Attacks in DAOs

Soulbound Tokens (SBTs) can also be used to prevent Sybil attacks in Decentralised Autonomous Organisations (DAOs)
by differentiating between unique users and potential bots based on their SBTs. More reputable SBT holders can be
given more voting power. Specific “proof-of-personhood” SBTs can be issued to assist other DAOs in Sybil resistance.
Additionally, vote weight can be adjusted based on correlations among SBTs held by voting participants [WOB22].

8.4.5 Enhancing Trust in Online Property Rental

The economic growth potential of the real estate sector is significant, encompassing diverse industries from retail to
housing services. The digitization of real estate, however, has invited several challenges, notably in the form of scams
targeting landlords and tenants. To address this issue, a blockchain-based property rental platform is proposed. This
platform will utilise Soulbound Tokens (SBTs) to verify the credibility and reputation of users, providing security against
online rental fraud. A non-transferable, non-fungible token is provided to the new user that records their reputation
across their time on the website. Property listings will be structured as smart contracts on the platform, ensuring secure
and immutable transaction terms between landlords and tenants. This could drastically reduce fraud, enhance trust, and
potentially transform the online rental industry [SKSK23].

8.4.6 Decentralised Dispute Resolution

Decentralised dispute resolution platforms could use soulbound tokens, tied to an arbitrator’s real identity, as a mechanism
to enhance system integrity. These tokens, earned through completing tasks, safeguard against system manipulation such
as whitewashing or Sybil attacks. Additionally, the tokens represent an arbitrator’s decision-making accuracy, not their
financial capacity. Arbitrators may need to provide credentials like licences or certificates, along with proof of identity.
This data would be presented to a decentralised committee, which upon verification, associates a long-term secret key
with the arbitrator’s identity and the soulbound token, ensuring transparency and confidentiality [UY22].

8.4.7 Recording Employment History and Professional Qualifications

Soulbound Tokens (SBTs) can be utilised to record employment history and professional qualifications. Employers can
distribute these tokens to reflect an employee’s work experience, project involvement, accomplishments, and other perti-
nent details. When seeking new employment opportunities or during job interviews, employees can present these SBTs.
Thus, SBTs function as tangible evidence of professional skills and achievements [Tak23].
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8.4.8 Authenticating Academic Credentials

Linking Soulbound Tokens (SBTs) to detailed resumes, university degrees, certificates, and transcripts could be another
practical use of this technology. Considering that such credentials are non-transferable in the traditional Web2 world,
employers and educational institutions could utilise SBTs to authenticate the details provided by an applicant in their re-
sume. Moreover, for reference verification, the addresses of the references could be incorporated into the SBT, facilitating
on-chain attestations, and thus further streamlining the verification process [GCOGI23].

8.4.9 Secure Management of Healthcare Records

In a patient-centric soulbound NFT framework for electronic health records (EHRs) to prevent the unauthorised trading of
important medical documents, Soulbound Tokens (SBTs) can be employed. These tokens can’t be bought or transferred;
once assigned, they remain tethered to your private wallet and identity. As such, they’re ideal for digitising non-transferable
aspects like qualifications, reputation, and healthcare records. The ownership of the token bestows the right to control
access to the information it contains, including the ability to revoke that access when required. Instead of being stored
in a centralised database, personal information is managed in a blockchain-enabled format, providing enhanced access
and control to the token’s owner [TT23]. The ability to manage personal information in a blockchain-enabled form rather
than having it stored in a central database makes SBTs an option for people who want the most access to their information
[Mor23].

8.5 Challenges and Concerns

Soulbound Tokens (SBTs), as an emerging concept, come with several challenges. Some of the notable concerns include
[Lea22]:

• Privacy: As SBTs are linked to a specific individual, they could potentially be used for tracking and monitoring
that individual’s online activities. Technological advancements like zero-knowledge proofs on the blockchain could
help address these privacy concerns by providing improved anonymity.

• Security: If a user’s non-custodial wallet is compromised, malicious entities could misuse the SBTs, particularly
those providing exclusive access or governance rights. This could harm the user and the communities they’re
associated with. This issue can be mitigated by storing assets in secure custodial wallets or vaults.

• Interoperability: Like many NFTs, SBTs are often minted on specific blockchains, which can restrict their ver-
satility and applicability beyond their native chain. This limitation can be partially addressed by integrating EVM-
compatible chains into prevalent Web3 applications and ensuring most users stay within a single blockchain ecosys-
tem.

• Non-transferability: The non-transferable nature of SBTs, while offering numerous benefits, can also pose chal-
lenges. If a token is unwillingly assigned to someone, it may lead to issues. This can be resolved by developing
more robust permissioned interfaces on top of the blockchain, allowing users to enjoy the benefits of SBTs while
also having the option to conceal or remove SBTs from their profile.

To ensure wider adoption and success, these issues associated with SBTs need to be ironed out. Although souls can
choose to hide what SBTs reveal, in a way, they could also foster discrimination by revealing too many details in specific
situations or contexts. This is particularly true for marginalized social groups who are more likely to experience disfavor
[ShrishtiEth22](HackerNoon, CBDCs and soulbound token explained 2022). With the right solutions, non-transferable
NFTs like SBTs have the potential to contribute to a more equitable and privacy-focused digital society.
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8.6 Conclusion

In the quest to build a decentralised society, or DeSoc, Soulbound tokens (SBTs) serve as fundamental components. By
creating a solid digital identity and provenance, they play an instrumental role in the growth of this new societal structure.
The idea of a decentralised society might seem theoretical or abstract, yet it has numerous practical implications that are
worth contemplating.
Soulbound tokens, in their diverse and wide-ranging applications, span the spectrum from web3 and DeFi to facets of
everyday life. They are a rapidly emerging trend, destined not only to significantly influence the Web3 ecosystem but also
to elevate the perception of NFTs. Rather than being seen merely as a means of owning artwork or symbols of prestige,
NFTs can function as pivotal tools in the creation and confirmation of digital identities and connections in a decentralised
world.

8.7 References
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